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INTRODUCTION

Rapid7 was back again this year at DEF CON 32, participating at the_loT Village with our
hands-on hardware hacking exercise that teaches attendees various concepts and methods for
loT hacking. Every year we look forward to this exercise and begin planning for it months in
advance. And every year, we receive several requests for an in-depth write-up of the exercise.

What follows is our step-by-step guide to the exercise we ran, along with some expanded
context based on the questions and discussion we had at this year's event.

This year's exercise focused on the following key areas and applications:

Universal Asynchronous Receiver/Transmitter (UART)

U-Boot console commands

TFTP — trivial file transport protocol, used to transfer files over network
OpenWRT — open-source operating system

Single-user mode

mount — used to mount needed file system

dd — used to do perform bit level copies

nc — Netcat used for network communications

insmod — used to load kernel drivers

PART 1

Purpose, goals, and methodology overview

At times we encounter devices containing some form of security to prevent alteration of the
installed firmware, either read-only file systems or signed images — or, in the case of our
example, both. Gaining the typical root access on devices like this can be difficult or impossible.

Extracting firmware for offline testing, without utilizing more destructive means, can also be
difficult. The device we utilize for this exercise does have some capabilities designed for the
purpose of updating the firmware and recovering from corruptions, which we will leverage to
gain the access needed for data extraction and testing of live running systems from its original
operating system.

This year’s hands-on hardware hacking exercise was designed to expose attendees to a
couple of different access methods we often encountered during hardware devices testing:
TFTP and single-user mode. Attendees used these methods to gain access to a Wireless
Access Point to extract firmware and manipulate the systems for further control and
operations. To do this, the user interacted with the device's U-Boot console via an available
UART connection on the device. With this access the attendees were shown how to load an
OpenWRT image into memory via TFTP and execute it, then use the root access of that
operating system (OpenWRT) to extract firmware from the system's flash memory and pass it
over the network to a test laptop for further examination.



https://youtu.be/JZCmqMz1Wvo?si=55zlCrVdDnxoxVf9

In the second phase of the exercise, the attendees interacted with the device's U-Boot console
via UART connection to place the system into single-user mode for root access. Using
single-user mode root access, which has very limited capabilities, the attendees were shown
how to use various Linux commands to mount the needed file system and then identify and
load the correct kernel module to bring the device out of single-user mode for full functional
network communication and file system access.

In this year's exercise we used an Aruba AP-303H-US wireless access point (AP). Prior to
running the exercise we updated these devices to the latest OS version available at that time
(ArubaOS Version 8.12.0.0, build 89362), configured them with a static IP address, and set
them to run in standalone mode

System boot and evaluation

In this section of the exercise we will connect the FTDI serial communication to the serial port
on the access point (ARUBA Console Cable) and plug in power via Power over Ethernet (POE).

Note: Future Technology Devices International Limited, also referred to as FTDI, is a
hardware product designed to connect TTL Logic Serial communication to a USB. In the
case of this device, the 3.3VDC FTDI is built into the supplied USB micro to USB A
cable. This cable is an ARUBA access point console cable.

The first step is to connect all the cables as shown below in Figure 1.

Ethernet cable plugs into POE injector and laptop (not shown)
FTDI serial console cable connects to laptop

POE ethernet cable connects the AP and POE injector

POE injector power cable connects to power strip (not shown)
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Figure 1: Cable configurations for the exercise (laptop and power strip not shown)

Next, we need to start up a serial terminal GTKTerm and configure it to access the AP’s serial
console connection on the back of the device. To do this, open Terminal by clicking on the
terminal icon in the left column, as shown in Figure 2:

Figure 2: Application icons

Once Terminal is open, we launch the serial application GTKTerm as root by running the
following command in the terminal, and when prompted for a password, log in as shown in
Figure 3:

sudo gtkterm




Activities ) Terminal

H M~ labi@lab1-thinkpad: ~/Desktop/LAB

labl@labl-thinkpad: $ sudo gtkterm
- [sudo] password for labl: I

Figure 3: Launch GTKTerm

Once GTKTerm is running, we configure GTKTerm to properly communicate with the access
point over UART. This is done by selecting “configuration -> port” from the taskbar within the
GTKTerm application, as shown in Figure 4. From there we can make any changes to the
configuration setting if needed.

M lab1@lab1-thinkpad: ~/Desktop/LAB

labl@labl-thinkpad: $ sudo gtkterm
[sudo] password for labl:

GTKTerm - /dev/ttyUSBO 115200-8-N-1

Configuration

Configuration

Figure 4: GTKTerm configuration

Here are the configurations we used for the exercise:
e Port: /dev/ttyUSBO

Baud Rate: 9600

Parity: none

Bits: 8

Stopbits: 1

Flow control: none

Before powering up the AP, we configured GTKTerm to also capture the console screen to a log
file that will be needed later in this exercise. This is done by selecting “Log -> To file” from the
taskbar, as shown in Figure 5.




File Edit Log Configuration Controlsignals View Help

To file...

Figure 5: GTKTerm log settings

After the location menu launches, select the folder to write the logs out to. We used the “work”
folder and set the file Name to “defcon_log.txt” as shown below in Figure 6, and closed out the
menu with the OK button in the right corner of the application.

Cancel Na defcon_log.txt

(st Home @ home lab3 Desktop LAB work
[ Desktop

[] FLASH-XFER &

B3 LaB

+ Other Locations

Figure 6: GTKTerm log name

Once the GTKTerm configuration and log settings have been completed and confirmed you can
power ON the device by attaching the POE injector or turning ON the power strip that the AP is
attached to. At this point you should see the AP start to boot up as shown below in Figure 7.

GTKTerm - fdev/ttyUSBO 9600-8-N-1

File Edit Log Configuration Controlsignals View Help

APBoot 2.4.0.8 (build 64221)
2018-03-28 at 20:30:14

AP-303H

512 MiB

Detected MX25L3205D: total 4 MiB
Detected MX35LFxGE4AB: total 128 MiB
802.3af POE

ethO

ipq4029#0, ipg4029#1

cold

passed

Hit <Enter> to stop autoboot: 0
Booting OS partition 0

Checking image @ 0x0

Copying image from 0x84000000

Figure 7: AP booting




Note: If boot up does not occur, then something may not be set up correctly. First,
re-check all cable connections and settings in the GTKTerm application. It is not
uncommon for the UART cable connection to the AP to be loose.

During the exercise we did not fully boot the device, but halting at a given point to make sure
we captured the data within the logs that we will need later. Once you see the following
grouping of “bind: Transport endpoint is not connected” on the boot screen you can move on to
the next section: “Load Kernel Image Via TFTP".

It will take about 2 minutes to get to this point shown in Figure 8.

GTETerm - fdev/ttyUSBD 9600-8-N-1
File Edit
Done .
apdotlx authentication is not enabled
Starting DHCP
Got all network params from APboot env. Skipping DHCP
rm: cannot remove ' /tmp/nexthops/br0': No such file or directory
rm: cannot remove °/tmp/nameservers/br0': No such file or directory
192.168.4.100 255.255.255.0 192.168.4.1
Compressing all files in the /etc/httpd directory...
[ 73.023193] ip_time_handler: ignore uplink port state, prefer conductor 0-
nk 0- 3g uplink 0- enforce eth0 0
[ 73.152489] ip_time_handler: Got ip and packets on bond0 Started conductor
Done .
Starting Webserver
bind: Transport endpoint is not connected
bind: Transport endpoint is not connected
bind: Transport endpoint is not connected

Log Configuration Controlsignals Wiew Help

Figure 8: Boot console breakpoint

Once there, you can power down the AP device by unplugging the POE injector or turning OFF
the power strip that the AP is attached to.

Load kernel image via TFTP

In this section of the exercise, we will be exploring the process of loading a new kernel image
into memory and executing it. This TFTP process is often found available on many embedded
devices for the purpose of conducting upgrades or recovering from system corruption (ie. a
bricked device). We will leverage that feature, not to change the installed firmware, but to only
load an OS into memory and run it, in a way that we can control. This way, in the end, we can
get access to the original installed firmware for offloading,examining, or conducting other
possible testing exercises.

For this to work, we needed to find a bootable image or to build one for the onboard processor
of this access point.




Note: On this Aruba AP device, when disassembled, we find that the CPU happens to
be an IPQ4029 (Figure 9) which is an Arm Cortex-A7 Wi-Fi system-on-chip (SoC).

Figure 9: CPU IPQ4029

So where would we get a kernel image that will run on this CPU (IPQ4029)? Often, the
first place I look is at the OpenWRT project to see if the CPU is supported and if the
device | am examining is directly supported. In this case we lucked out. The AP in the
exercise happens to be an Aruba AP-303H access point, and if we search the
OpenWRT project we find that its firmware has been created already. Here is a link
with instructions for installing OpenWRT on this device:

e https:/lopenwrt.org/toh/aruba/ap-303h

In this case we do not want to install or upgrade this device to OpenWRT because that
will completely overwrite the system we are testing/hacking on. What we do want is to
locate the main image and load it into memory and execute it.

We obtained that firmware image by using the link in the above openwrt.org website to
download the initramfs image:

e https:/downloads.openwrt.org/releases/22.03.5/targets/ipq40xx/generic/openw
rt-22.03.5-ipq40xx-generic-aruba_ap-303h-initramfs-fit-ulmage.itb

If we did not have an already built image for the AP-303H we could have built our own
firmware images from the OpenWRT project. Directions and resources for doing that
are available at the following link. | have used this information several times in the past
with much success.

e https:/fopenwrt.org/

The first thing we want to do is to make sure that the AP is powered off by turning off the
power strip connected to the POE injector. Also, on the laptop, shut down the “gtkterm”
application. If you do not shut down GTKTerm, which is capturing to a log file, when you restart
the AP it will start logging again and we have found this to often corrupt what you have
previously captured.

Once this is completed, we want to stop for a second and discuss what is required to make this
firmware download via TFTP successful. For the AP device to be able to successfully download
the image over TFTP we need a TFTP server. The TFTP server was already installed on the
training laptops we used at DEF CON. If you are recreating this exercise you will need to install
FTP server in your own test environment.




To install a TFTP server run “sudo apt-get install xinetd tftpd tftp” on your Ubuntu image. Then
configure the service by creating a configuration file /etc/xinetd.d/tftp as shown in Figure 10.

lab3@lab3-ThinkPad-X390:~/Desktop/LAB$ cat /etc/xinetd.d/tftp
service tftp

{
protocol
port
socket_type

wait
lab3

Jusr/sbin/in.tftpd

-s /home/lab3/Desktop/LAB/tftpboot
no

server_args
disable

}

Figure 10: tftp configuration file

We can see in the tftp config file above that the TFTPD file folder path is set to
/home/lab*/Desktop/LAB/tftpboot in the server_args section, with lab* matching each individual
machine we used at DEF CON. This location is where the tftp server will read and write files to
and from. You will need to set that to the correct location you want to use as a read/write folder
for TFTP.

On the DEF CON Lab machines folder /home/lab*Desktop/LAB/tftpboot we have placed a copy
of the OpenWRT firmware image we downloaded
(openwrt-22.03.5-ipg40xx-generic-aruba_ap-303h-initramfs-fit-ulmage.itb) from the
OpenWRT project link above and renamed it to ipg40xx.ari. (Figure 11). You will also need to do
this to the TFTP read/Write folder you have previously set up.

( LAE / tftpboot  : Q = v = B & &
70 Recent
* Starred ipq40xx.ari
{3t Home
[® Documents
|

Figure 11: tftpboot folder listing

Note: The reason it was renamed was to make the tftp download simpler. With the
firmware file renamed to ipq40xx.ari, the name will be shorter and we can take
advantage of the built-in automated features within the Aruba AP. More details of this
will be shown in the next section. If you examine the U-boot environment variables you
will find a setting showing this filename (ipq40xx.ari) being set.

Next, open a terminal and relaunch the serial application “gtkterm” by running the following
command in the terminal, and if prompted for password enter the appropriate password as
needed.

sudo gtkterm
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Next, you need to restart the AP by powering it back on. Note that in this step you will need to
halt the autoboot process when prompted on screen: “Hit <Enter> to stop autoboot:”. You will
only have about 2 seconds to do this. If you miss it, you will need to power cycle the device and
try again. If you successfully stop autoboot you will see the “apboot>" prompt appear (Figure
12), which will give you access to the U-boot console.

File Edit Log Configuration Controlsignals View Help

APBoot 2.4.0.8 (build 64221)
2018-03-28 at 20:30:14

: AP-303H

: 512 MiB

: Detected MX25L3205D: total 4 MiB
Detected MX35LFxGE4AB: total 128 MiB
802.3af POE
eth0
ipq402940, ipg40294#1
cold
passed

Hit <Enter> to stop autoboot: 0
apboot>

Figure 12: Stop autoboot

Once you have successfully halted the autoboot and gained access to the U-Boot console, try
running a few common U-Boot console commands such as:

help Which will list available U-Boot commands
printenv Which will list the configured environment variables

An example of the printenv command being run is shown below in Figure 13.

apboot> printenv

NEW_SBL1=1

autoload=n

autostart=yes

baudrate=9600

boardname=Aberlour

bootargs=console=ttyMSMO0, 9600n8 rdinit=/sbin/init ubi.mtd=aocs0 ubi.mtd=aosl ubi.mtd=ubifs

bootcemd=boot ap
bootdelay=2
bootfile=ipq40xx.ari
ethact=eth0
ethaddr=20:4c:03:58:bc:76
machid=8010001

Figure 13: printenv output

The first step before downloading the firmware image is to set up the needed IP address within
the U-Boot environment.

Note: During our exercise at DEF CON we did not have attendees save any of these

settings to the U-Boot environment. You may choose to save the settings, but if you do
not you will need to re-enter these IP addresses if your system resets or reboots.
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Enter the following commands in the U-Boot console. The first command ipaddr sets the IP
address of the Aruba AP and the second command serverip sets the IP address for the TFTP
server.

setenv ipaddr 192.168.4.100
setenv serverip 192.168.4.123

Once the IP addresses are set, we next need to download and execute the firmware in
memory. To do this, run the following command from the apboot> console:

netget

Note: You may be wondering why we are not running the tfto command. Well
interestingly, you can! There are several options that can be run from here that will
work. For example, the following commands also work.

e netget

e netget FullFileName

e tftpboot FullFileName

In the case of the Aruba AP and IPQ4029 processor, if you rename the firmware file to
ipq40xx.ari, which is what we did, you only need to specify the command netget to tftp
the firmware into memory location 0x84000000. If you viewed the U-Boot environment
variables in the previous step you may have noticed “bootfile=ipq40xx.ari” was set
within the environment variables (Figures 13 and 14). This defines the file that netget
retrieves using tftp.

bootfile=1pgd0xx.ari

= . -
Figure 14: bootfile setting

Once you run the above command, you should see the TFTP download process kick off and
download the firmware file ipg40xx.ari to load address 0x84000000. This process should look
similar to what is shown in Figure 15.

apboot> netget

ethO0 up: 100 Mb/s full duplex

Using eth0 device

TFTP from server 192.168.4.123; our IP address is 192.168.4.100

Filename 'ipqg40xx.ari'.

Leoad address: 0x84000000

Loading: ############4####HHHA#HHHHHHHAHEHHHAAFHAHAHHHAHRFHHAAAHHHRRHHHHEE

$REHHH R
435.5 KiB/s

done

Bytes transferred = 6797088 (67b720 hex)
Invalid image format wversion: 0x67b720
apboot> |

Figure 15: TFTP download of firmware

Do not be concerned if you receive the error “Invalid image format version”; this is normal here.
Once download has completed, we can then execute the firmware in memory. To do this, run
the following command in the apboot> console:

12




bootm 0x84000000

This command bootm is telling the device to boot memory from location 0x84000000. This
should look like Figure 16. Be patient, this takes a few minutes to kick off and produce output.

apboot> bootm 0x84000000
ncompressing Kernel Image ... OK
ipg: fdt fixup unable to find compatible node
.000000] Booting Linux on physical CPU 0x0
.000000] Linux version 5.10.176 (builder@buildhost) (arm-openwrt-linux-muslgnueabi
1.2.0 r20134-5£15225cle) 11.2.0, GNU 1ld (GNU Binutils) 2.37) #0 SMP Thu Apr 27 20:28:15

.000000] CPU: div instructions available: patching division code
.000000] CPU: PIPT / VIPT nonaliasing data cache, VIPT aliasing instruction cache
.000000] OF: fdt: Machine model: Aruba AP-303H

[
[
1
[ .000000] CPU: ARMv7 Processor [410fc075] revision 5 (ARMv7), cr=10c5387d
[
[
[
[ .000000] Memory policy: Data cache writealloc

Figure 16: Memory boot of kernel image

Once the console boot process appears to stop, hit the enter key a couple of times and you
should receive the OpenWRT root access prompt as shown below in Figure 17.

BusyBox v1.35.0 (2023-04-27 20:28:15 UTC) built-in shell (ash)

OpenWrt 22.03.5, r20134-5f15225cle

There is no root password defined on this device!
Use the "passwd" command to set up a new password
in order to prevent unauthorized SSH logins.

root@OpenWrt: /#

Figure 17: OpenWRT root prompt

Flash memory review offload

Once we have some level of access to an embedded device — even if not via the original OS as
in our case — we can still gain access to the original firmware and various partitions data. In
this section, we are going to walk through a method of gaining access to the flash memory and

then off-loading one of the flash memory partitions to a system where we could examine it, if
needed.

Before we start moving data around on the network, we need to set up network
communication. The AP device is running OpenWRT and we do not have DHCP available. We

need to manually set up network communication. To do that we run the following commands
on the AP device:

ifconfig eth0 192.168.4.100 up
ifconfig br-lan down

13




After running the above commands, you should see the following results (Figure 18) in the
OpenWRT root console:

root@OpenWrt:/# ifconfig eth0 192.168.4.100 up

root@OpenWrt:/# ifconfig br-lan down
[ 229.415638] br-lan: port 1(eth0O) entered disabled state

Figure 18: ifconfig network command

Once the above network changes are made you will next need to move the GREEN network
cable from the POE injector and plug it into the 4 port hub on the Aruba AP as shown below in
Figure 19..

WARNING: Do not unplug the RED cable! It will power off the device and you will need to start
the exercise over.

Figure 19: Green ethernet cable connections

Once the Green cable has been moved, run the following command to make sure that
communication to your laptop over the network is working properly.

ping 192.168.4.123
You can hit CTRL C to halt the ping process and should see the following results per Figure 20.

root@OpenWrt:/# ping 192.168.4.123

PING 192.168.4.123 (192.168.4.123): 56 data bytes

64 bytes from 192.168.4.123: seq=0 ttl=64 time=2.358 ms
64 bytes from 192.168.4.123: seg=1 ttl=64 time=3.503 ms

~C

——— 192.168.4.123 ping statistics —--—-
2 packets transmitted, 2 packets received, 0% packet loss
round-trip min/avg/max = 2.358/2.930/3.503 ms

Figure 20: Ping command
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Once the network settings have been made and validated, we can next walk through the
process to identify onboard flash and associated partition data. To view this information on the
AP device, run the following command. The output of this command should match Figure 21.

cat /proc/mtd

——— 192.168.4.123 ping statistics ——-
2 packets transmitted, 2 packets received, 0% packet loss
round-trip min/avg/max = 2.358/2.930/3.503 ms
root@OpenWrt:/# cat /proc/mtd
dev: size erasesize name
00040000 00010000 "sbll"“
00020000 00010000 "mibib"
00060000 00010000 "gsee"
00010000 00010000 "edt"
00010000 00010000 "ddrparams"
00010000 00010000 "appsblenv"
00100000 00010000 "appsbl"
00010000 00010000 "ART"
00170000 00010000 "osss"
00010000 00010000 "pds™
00010000 00010000 "apecd"
00010000 00010000 "mfginfo"
00010000 00010000 "fcache"
00010000 00010000 "u-boot-env-bak"
00040000 00010000 "u-boot-env"
02000000 00020000 "aosO"
02000000 00020000 "ubi"
04000000 00020000 "aruba-ubifs"

Figure 21: joroc/mtd output

Note: MTD stands for Memory Technology Devices. MTD is an abstracted layer for
accessing raw memory devices such as NAND flash. When you query /proc/mtd you
will see a full list of MTD devices available along with their device (dev) identification,
memory size, and name. The individual dev identification can be accessed directly via
/dev/imtd, which provides direct IO access to the flash memory:

Often when conducting testing of an loT device it becomes useful to make backup copies of the
MTD devices for offline analysis or restoring of data if it becomes corrupted. With the current
access we have, we can accomplish this by transferring firmware partition data over the
network and capturing it. We will leverage Netcat (nc) and dd installed on both the OpenWRT
AP device and on the Ubuntu laptop.

Open a second terminal on the laptop and then change directory to work folder. To accomplish
this, go to terminal and right click terminal and select “New Window™ as shown in Figure 22.

15




Activities Terminal

New Window

Preferences

for lab3:

Figure 22: Open second Terminal

Then run the cd command from within the new terminal to change directory to your working
folder, in the case of our DEF CON lab this was “work” as shown in Figure 23.

cd work

lab3@lab3-ThinkPad-X390: ~/Desktop/LAB/work

lab3@lab3-ThinkPad-X390: ~/Desktop/LAB lab3@lab3-ThinkPad-X390: ~/Desktop/LAB/work

lab3@lab3-ThinkPad-X390: $ cd work
lab3@lab3-ThinkPad-X390: s

Figure 23: Change directory to work folder

Note: Here is a quick breakdown of the commands you will be using next:
e ncis the command for Netcat, used to establish network communications
o -l=listen
o -p=port number
e ddis command used for doing binary copies
o of=outfile
o if=infile

By combining these two tools we can move various forms of binary data back and forth
across a network connection with ease.

To do this we need to first start a Netcat listener on the Ubuntu laptop within the work folder
and redirect it to send the incoming data to a file. Run the following command within the
terminal work directory you opened on the laptop (Figure 24).

nc -1 -p 1234 | dd of=mtd13.bin

lab3@lab3-ThinkPad-X390: ~/Desktop/LABfwork

lab3@lab3-ThinkPad-X390: ~/Desktop/LAB X lab3@lab3-ThinkPad-X390: ~/Desktop/LAB/work

ab3@lab3-ThinkPad-X390: $ nc -1 -p 1234|dd 0f=mtdl3,binl

Figure 24: Starting a Netcat listener

Once the above Netcat listener is started you will next need to run a command on the AP to
copy the /dev/mtd13 device and redirect that data over the network to the Netcat listener on the
Ubuntu laptop. To do this run the following command on the Aruba AP OpenWRT root console
(Figure 25).

16




dd if=/dev/mtd13 [nc 192.168.4.123 1234

mtdl6: 02000000 00020000 "ubi"
mtdl7: 04000000 00020000 "aruba-ubifs"
root@OpenWrt:/# dd if=/dev/mtdl3 |nc 192.168.4.123 1234

12840 records in
12840 records out
root(@OpenWrt: /# I

Figure 25: Read and send /dev/imtd13 Over Network

The /dev/imtd13 is a small flash partition, and this should complete very fast.

Next, let's take a quick look at the mtd13 partition data that you transferred over the network.
On the laptop from the work folder, run the following strings command. This command will
output only ascii data found within the binary file mtd13.bin. We know this partition’s name is
called u-boot-env-bak so we should see U-Boot environment variables (Figure 26).

strings mtd13.bin

lab3@lab3-ThinkPad-X390: $ strings mtdl1l3.bin
autoload=n

autostart=yes

baudrate=9600

boardname=Aberlour

bootargs=console=ttyMSM0,9600n8 rdinit=/sbin/init ubi.mtd=aos@ ubi.mtd=aosl ubi.
mtd=ubifs

bootcmd=boot ap

bootdelay=2

bootfile=ipq40xx.ari

ethaddr=20:4c:03:58:bc:76

mtdids=nand@=nand@®
mtdparts=mtdparts=nand0:0x2000000@0x0(aos0),0x2000000@0x2000000(aosl) ,0x4000000E
0x4000000 (ubifs)

servername=aruba-master

os_partition=0

NEW_SBL1=1

uap_controller less=1l

standalone_mode=1

singleap_mode=1

lab3@lab3-ThinkPad-X390:

Figure 26: strings Output of mtd13.bin

We have now completed the first main section of this exercise where you learned how TFTP
can be used to load a new OS kernel and execute it in memory, along with accessing the
device's original firmware and flash memory partitions so that you can offload that data over
the network for future testing and examination. In the next section, we will explore what is
known as single-user mode and how to make changes needed to gain network
communications access.

17




PART 2

Single-user mode access

In this section we will be exploring a method to place the Aruba AP into single-user mode. In
single-user mode we will have root access, but also will have limited file system access and no
network access. This will require us to remount core sections of the operating systems and
install kernel drivers and reconfigure the device to support network communication before any
real testing or actions can be taken against the target device.

The First step is to move the GREEN network cable from the 4 port hub on the Aruba AP and
plug it back into the POE injector as shown below in Figure 27.

LT e A : dB
postatiy wmparrmnn gl R L)
| Mo L -

L I

Figure 27: Ethernet cable connections

Next, power off the Aruba AP, wait 10 seconds, and then power it back on again. You will need
to halt the autoboot process when prompted on screen: “Hit <Enter> to stop autoboot:”. Don't
forget you only have about 2 seconds to do this. If you miss it, you will need to power cycle the
device and try again. Once you successfully stop autoboot you will see the “apboot>" prompt
appear (Figure 28), which will give you access to the U-boot console.
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APBoot 2.4.0.8 (build 64221)
2018-03-28 at 20:30:14

: AP-303H

: 512 MiB

: Detected MX25L3205D: total 4 MiB
Detected MX35LFxGE4AB: total 128 MiB
802.3af POE
eth0
ipgd 02940, ipg4029#1
cold
passed

Hit <Enter> to stop autoboot: 0
apboot>

Figure 28: Stop Autoboot

Note: Once you have successfully halted the autoboot and gained access to the U-Boot
console. You will next be running the following command to make a dynamic change
within U-Boot environment variables which will make the devices boot into single-user
mode.

setenv bootargs console=ttyMSM0,9600n8 rdinit=/sbin/init ubi.mtd=aos0
ubi.mtd=aos1 ubi.mtd=ubifs single

Here we will cut and paste what is needed to get this long command entered successfully. So
first run the following command to list the U-BOOT environment variables (Figure 29).

printenv

NEW_SBL1=1
autoload=n

autostart=yes

baudrate=9600

boardname=Aberlour

bootargs=console=ttyMSM0, 9600n8 rdinit=/sbin/init ubi.mtd=aocs0 ubi.mtd=aosl ubi.mtd=ubifs
bootemd=boot ap

bootdelay=2
bootfile=ipq40xx.ari
ethact=eth0
ethaddr=20:4c:03:58:bc:76
machid=8010001
mtddevname=aos0
mtddevnum=0
mtdids=nand0=nand0

Figure 29: Printenv output

Use the mouse to then highlight the needed section of the command data, and right click with
mouse and select “copy” as shown in Figure 30.
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autostart=yes

baudrate=9600

boardname=Aberlour

Jlel E¥ S console=t t yMSM0, 9600n8 rdinit=/sbin/init ubi.mtd=aos0 ubi.mtd=aosl ubi mtd=uhjfs

Copy
Paste

bootemd=boot ap
bootdelay=2
bootfile=ipq40xx.ari
ethact=ethl

Select All

Figure 30: Cut bootargs statement

Next on the apboot> command line, enter the following command followed by a space. After
the space, right click the mouse and select paste. It should paste the needed data after what
you entered, as shown in Figures 31 and 32.

setenv bootargs

uap_controller_less=1

Environment size: 610/65532 bytes paste
apboot> setenv bootargs D Select All

/dev/ttyusBo 9600-8-N-1

Figure 31: Paste command

Environment size: 610/65532 bytes

apboot> setenv bootargs console=ttyMSM0,9600n8 rdinit=/sbin/init ubi.mtd=aos0 ubi.mtd=aosl ubi.mtd=ubifs]

Figure 32: Pasted correctly

The final step is to enter a space at the end of the command and enter the word “single” so the
full command looks like that shown in Figure 33.

setenv bootargs console=ttyMSM0,9600n8 rdinit=/sbin/init ubi.mtd=aos0 ubi.mtd=aos1
ubi.mtd=ubifs single

Environment size: 610/65532 bytes

apboot> setenv bootargs console=ttyMSMO0, 9600n8 rdinit=/sbin/init ubi.mtd=aos0 ubi.mtd=aosl ubi.mtd=ubifs single

[devfttyusBo 96008 DTR RTS

Figure 33: Full command with “single” at the end

Once command looks correct, hit enter to add it to the environment variables.
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Next, enter the following boot command followed by enter to boot the Aruba AP. The word
“single” added to the end of bootargs will force the boot into single-user mode as shown below

in Figure 34.
boot

apboot> boot

Booting OS partition 0
Checking image @ 0x0

Copying image from 0x84000000

Image is signed; verifying checksum... passed

SHAZ2 Signature available

Signer Cert OK

Policy Cert OK

RSA signature verified using SHAZ2.
Uncompressing Kernel Image

Figure 34: Boot

Once the boot process finishes you will receive a prompt which allows you to enter commands.
Try entering the following Is -al command followed by return to list the systems file to make
sure all is normal (Figure 35).

Is -al

[ 28.236664] sStarting Kernel AESGCM KAT ...
[ 28.283413] Completed Kernel AESGCM KAT

[ 28.332656] Completed Kernel HMAC-SHAl KAT
Switching to Full Access

~ # 1ls -al

drwxr-xr-x 15 root root Dec 31 16:00 .

drwxr-xr-x 15 root root Dec 31 16:00 ..

-rW—r—-r—— root root May 14 2024 .init_enable_core
drwxr—-xr-x root root May 14 2024 aruba

drwxr-xr-x root root May 14 2024 bin

Figure 35: Is -al command

Bringing the system out of single-user mode

As part of the next set of learning objectives in this exercise, it is important to understand that
in single-user mode very little is functional and to be able to do further testing and hacking you
will need to bring certain features back online, such as file system mounts and network kernel

drivers.

To start bringing file systems back online, run the following command that we used earlier in
the exercise to list the available MTD devices and look at the results shown in Figure 36.

cat /proc/mtd

~ # cat /proc/mtd
cat: /proc/mtd: No such file or directory

..#l

Figure 36: Cat /oroc/mtd results
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As you can see, we don't appear to have access to any MTDs. Actually, proc gives us a view
and access into system kernel objects. Without it we can do very little.

Next, we need to mount up the needed file systems which will give us the access and functions
we need. To do this run the following commands. The first two are needed, the second two are
kind of optional, at least for what we are doing.

mount -t proc proc /proc
mount -t sysfs sysfs /sys

mount -t devpts devpts /dev/pts
mount -t debugfs none /sys/kernel/debug

With proc loaded we should have access to needed kernel processes. You can test this again
by running cat /proc/mtd to see the output. You should see different results this time, as shown

in Figure 37.

cat /proc/mtd

~ # cat /proc/mtd

dev:

mtdO:
mtdl:
mtd2:

mtd3:
mtdd :
mtd5:
mtdé6:

size
02000000
02000000
04000000
00400000
01d8c000
01d8c000
03bd2000

erasesize

00020000
00020000
00020000
00010000
0001£000
0001£000
0001£000

name
llaOSOH

l!aosll'l

"ubifs"
"spi78b5000.0"
llaoson

l1a051l1

"ubifs"

Figure 37: cat joroc/mtd results

In the following sections we will focus on how to get network services running. To do this we
need to load kernel drivers for the internal ethernet chipsets.

What we do know is that when the system boots up it knows which drivers to load, so the first
step is to look at the console boot data you were asked to capture and save in the beginning of
the exercise.

Open the folder you saved the boot log to — for the DEF CON exercise this folder was the LAB
folder on the desk — then open the work folder, and you should see the file you saved called
defcon_log.txt. Next, double click on that file with your mouse to open it. It should open and
may prompt you with “There was a problem opening the file”. If so, just click the Edit Anyway
button to proceed as shown in Figure 38.
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Open v ol defcon_log.txt [Read-Only] -

There was a problem opening the file “/home/lab3/Desktop/LAB/work/

defcon_log.txt”,
The file you opened has some invalid characters. If you continue editing this file you could corrupt this
document Retry Edit Anyway X
You can also choose another character encoding and try again.

Character Enceding:  Current Locale (UTF-8) v

VO [ MF.UZLITOM] TUMG FIUUULT_ LT
69 [ 50.433564] asap_switch: module license 'Proprietary’ taints kernel.
70 [ 50.497175] Disabling lock debugging due to kernel taint
71 Enter non-FIPS mode
72 Cfg len is 2683
73 standalone mode in non-fips mode
74 Mesh disabled
75 dual uplink platform just by config
76 Ethernet port 1 mode: active-standby
77 Ethe has been enslaved in bond®
78 Starting watchdog process...
oo

o moabo ickobdeo docmoo ko oeo d Fa aboo-dr-N7

Figure 38: Opening defcon_log.txt console log file

Once the defcon_log.txt file is opened for editing you will need to search for the key word
“ethernet”. This can be done by clicking on the drop-down menu in the upper right corner, then
selecting Find as shown in Figure 39.

{ open ~ M defcon_log.txt _[Readfonly] = - = »
vo HFLUTLION ] TUMG FIUUULE_ LG
69 [ 50.433564] asap_switch: module license 'Proprietary’ taints ke
76 [ 50.497175] Disabling lock debugging due to kernel taint ~ & "

71 Enter non-FIPS mode

72 Cfg len is 2683

732 standalone mode in non-fips mode
74 Mesh disabled

75 dual uplink platform just by config
76 Ethernet port 1 mode: active-standby Save All
77 Ethe has been enslaved in bond®
78 starting watchdog process...

79 Aruba watchdog daemon started [4 thread(s)] Find and Replace...
ge [ 52.854449] ethe: GMAC Link is up with phy_speed=100

81 training packets starting...

82 training packets on interface: Go to Line...

New Window

Save As...

Find...

Figure 39: Select Find

In the Find entry field, enter “ethernet” and it will automatically search out the word ethernet
and display it. An example of this is shown in Figure 40.

Open v M defcon__logr.t).(l_: _[Beladl—Only]
58 Domain Name: SetMeUp.arubanetworks.com

59 Current OEM Name : Aruba Networks

60 Disabling ipv6 for devices by default

61 AP-type has_ble_support: ONBOARD.

62 IPv6 capability is supported for devices

63 No panic info available

64 Enabling ble_daemon and ble_relay via nanny

65 glenmorangie: Start hotplug

66 per-ap-setting not in backup and restore mode, Backup ENV.
67 Installing glenmorangie ethernet driver]|

68 [ 49.691987] edma module_init

69 [ 50.433564] asap_switch: module license 'Proprietary' taints kerr
70 [ 50.497175] Disabling lock debugging due to kernel taint
71 Enter non-FIPS mode

72 cfg len is 2683

Figure 40: Results for Find Ethernet
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As you can see, there are only two results for “ethernet” and only one of those contains the
word “driver”. Since our goal is to find the correct drivers, this is probably what we are looking
for. Unfortunately, this console log file does not show the names for the actual driver but is a
good clue.

Typically, information written to the console file after kernel load during system startup is
generated by the system initialization script processes during startup. So, we need to find the
initialization processes that the system used to load kernel drivers for ethernet interfaces. We
can see in Figure 40 above that the initialization process wrote out the words “Installing
glenmorangie ethernet driver® to the console. Let's look at the initialization process and see if
we can find this.

Note: Initialization process scripts are stored in the /etc/init.d/ folder. These system
initialization scripts are used to start and stop a system.

The initialization processes are located in the folder /etc/init.d/ Using a command line terminal,
your first step is to change directory to /etc/init.d/ and then list files within that folder by running
the following command on the Aruba AP (Figure 41).

cd /etc/init.d

Is

~ # cd /etc/init.d/

/ete/init.d # 1ls

auto_sw_funcs ntp rcs_common usb_provision
busybox_links oem_defs res_platform usb_restart

cleanup_lte prov_funcs rebootme usb_setup
config_asap rcsS setup_lte usb_soft_plugout
1d_port_control rcS . kdump srom_dat

ii reShutdown usb _disconnect

Figure 41: File listed in /etc/init.d/ folder

From within the /etc/init.d/ folder we can run the following grep commands using “Installing
glenmorangie ethernet drive” string or variations of that string as shown below to attempt to
narrow down the possible location of the ethernet driver kernel load.

1. grep “Installing glenmorangie ethernet driver” *
2. grep “glenmorangie ethernet driver” *
3. grep “ethernet driver” *

We can see in Figure 42 that only the third command returned any data. Upon examination of
that data we can see that the name “Glenmorangie” was actually a variable “Smachine”. So
that is why our search did not work for the first two. We can also see the name of the
initialization file listed on the left side: rcS which stands for “Run Control Start.”
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/ete/init.d # grep "Installing glenmorangie ethernet driver" *
/ete/init.d #
/ete/init.d # grep "glenmorangie ethernet driver" *
/ete/init.d #
/etc/init.d # grep "ethernet driver" *
rcS: # install the ethernet driver
rcS:# install the ethernet driver
echo "Installing $machine ethernet driver"
# waiting for ethernet driver to finish initialize.
# install the ethernet driver and setup the network

/ete/init.d #

Figure 42 Grep search

Now that we know that the /etc/init.d/rcS is the run control file that installed the drivers we
need to examine it closer to see what the name/names of the kernel drivers for ethernet are.
Since we are attached to the AP devices with a serial console, we are unable to open any
screen edit application such as vi. So, to gather the data needed we can use some other search
features of grep. Grep allows us to read lines before our search term “ethernet driver” with -B or
read lines after our search term “ethernet driver” with -A.

Using grep with the read after our search term (-A), we will set it to read five lines after our
search term of “ethernet driver.” To do this, use the following command.

grep -Ab “ethernet driver” rcS
After running this command, you will see results for more than one “ethernet driver” found.

Make sure to scroll down until you find the correct string that fully matches “Installing Smachine
ethernet driver” as shown in Figure 43.
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# install the ethernet driver
insmod $modflags /lib/ar2313.ko ethaddr=$ethaddr ifname=$ifname
fi
fi

if [ $machine = palomino ]; then
# install the ethernet driver
if [ Smachine = octomore ]; then
insmod /lib/slhc.ko > /tmp/slhc.map 2>&l1
insmod /lib/ppp_generic.ko > /tmp/ppp_generic.map 2>&l
insmod /lib/modules/gca-nss-gmac.ko > /tmp/gca-nss—gmac.map 2>&1
insmod /lib/modules/gca-nss—-drv.ko > /tmp/qca-nss-drv.map 2>&1

echo "Installing $machine ethernet driver"

insmod /lib/modules/qrfs.ko > /tmp/qrfs.map 2>&1
insmod /aruba/lib/qca-ssdk.ko > /tmp/qca-ssdk.map 2>&1
insmod /lib/essedma.ko > /tmp/essedma.map 2>&l
setup_ess $machine $ethaddr > /tmp/setup_ess.map 2>&1

# waiting for ethernet driver to finish initialize.
sleep 5
fi
ifconfig ethl up
echo "training packets starting..."
/aruba/bin/training_packets eth0 ethl
/etce/init.d #

Figure 43: Grep with 5 lines returned

As we look at the output, we can see there are three kernel drivers listed following our search
term that we will need to install to enable ethernet network:

e qrfsko

e gcx-ssdk.ko

e essedma.ko

The easiest way to install this is to cut and paste them by highlighting each one, right clicking
to copy, and then using the same right mouse click to paste them on the command line, and
hitting enter to execute as shown in Figures 44 and 45. Make sure all three are installed and in
order.

insmod /lib/modules/qrfs.ko

insmod /aruba/lib/qca-ssdk.ko
insmod /lib/essedma.ko
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insmod /lib/modules/qca-nss-drv.ko > /tmp/gca-nss-drv.map

echo "Installing $machine ethernet driver"

insmod /lib/modules/grfs.kof™ grfs.map 2>&1
insmod /aruba/lib/qca-ssdk. —s p/gca-ssdk.map 2>&1

Paste

insmod /lib/essedma.ko > /JESNGNEEdma.map 2>&1
setup_ess $machine $ethaddr setup_ess.map 2>&1

# waiting for ethernet driver to finish initialize.
sleep 5
fi
ifconfig ethl up
echo "training packets starting..."
/aruba/bin/training_packets eth0 ethl
/ete/init.d # D

Figure 44: Copy kernel driver command

echo "Installing $machine ethernet driver"
insmod /lib/modules/qrfs.ko > /tmp/qrfs.map 2>&l
insmod /aruba/lib/gca-ssdk.ko > /tmp/gca-ssdk.map 2>&1

insmod /lib/essedma.koEgiFA= . FLEETYC1 W EY WS

setup_ess $machine $ethaddr > /tmp/setup _ess.map 2>&1

# waiting for ethernet driver to finish initialize.
sleep 5
fi
ifconfig ethl up
echo "training packets starting..."
/aruba/bin/training packets eth0 ethl
/etc/init.d # insmod /lib/modules/grfs.ko
/ete/init.d # insmod /aruba/lib/gca-ssd cony
/ete/init.d # [] -

Paste

Select All
/dev/ttvUSBO 9600-8-N-1

Figure 45: Paste kernel driver command and execute

Note: To load kernel drivers, we used the command insmod. If you ever need to unload
a kernel driver, the correct command to use is rmmod.

The final part of this is to assign an IP address and bring up the ethernet interface and test it to
make sure drivers installed correctly and that ethernet communication is working. To do this,
run the following command. If successful you will see similar results as shown in Figure 46.

ifconfig eth0 192.168.4.100 up
ping 192.168.4.123
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# ifconfig eth0 192.168.4.100 up
# [ 205.332124] ethO: GMAC Link is up with phy_speed=100

# ping 192.168.4.123
ING 192.168.4.123 (192.168.4.123): 56 data bytes
64 bytes from 192.168.4.123: icmp_seqg=0 ttl=64 time=1.9 ms

64 bytes from 192.168.4.123: icmp_seg=1l ttl=64 time=1.2 ms
64 bytes from 192.168.4.123: icmp_seqg=2 ttl=64 time=1.0 ms
A

Cc

-— 192.168.4.123 ping statistics --—-

packets transmitted, 3 packets received, 0% packet loss
ound-trip min/avg/max = 1.0/1.3/1.9 ms

Figure 46: Start ethO interface and ping laptop

File and/or flash memory offload

Once you have network communications working properly, you may want to offload flash
memory or copy some of the file structure like the /etc/init.d folder and the various run control
files for further examination. In this section we are going to walk through a method for copying
the run control file from the /etc/init.d folder onto another system so we can more easily
examine them.

Since we are booted up into this device's actual installed embedded Linux operating system
you will notice tools like Netcat are not available. But on a positive note, “scp” is available.
Secure copy (scp) is an application that allows for secure copy communication of files and
folders to a host system running SSH. To use this, we will need to make sure your testing host
system has an SSH server installed. For our DEF CON loT Village exercises lab systems were
running Ubuntu with OpenSSH-server installed. Instructions for installing and configuring this
for an Ubuntu host can be found online at https:/ubuntu.com/server/docs/openssh-server.

On the Aruba UART console, the next step is to change directory to /etc and run the following
scp command.

scp -rinit.d lab4@192.168.4.123:/home/lab4/Desktop/LAB/

-ris the switch used to do a recursive copy of all files in the folder init.d

lab4@ is the username with write access on the ssh host

192.168.4.123 should point to the host running ssh

The folder /home/lab4/Desktop/LAB/ is the folder where the init.d folder and files will be
written to.

The output and results of this command are shown in Figure 47.

28



https://www.geeksforgeeks.org/scp-command-in-linux-with-examples/
https://ubuntu.com/server/docs/openssh-server

GTKTerm - /dev/ttyUSBO 9600-8-N-1
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/etc # scp -r init.d 1ab4(@192.168.4.123:/home/labd/Desktop/LAB/work/
1lab4@192.168.4.123's password:

prov_funcs 100% 6558 .4KB/s
usb_provision 100% 4902 .8KB/s
usb_disconnect 100% 518 .5KB/s
setup_lte 100% 49KB .4KB/s
rcS. kdump 100% 10KB .1KB/s
1ld_ports_mii 100% 3347 .3KB/s
srom_dat 100% 110 .1KB/s
1d_port_control 100% 309 .3KB/s
cleanup_lte 100% 5057 .9KB/s
usb_soft_plugout 100% 394 .4KB/s
oem_defs 100% 142 .1KB/s
busybox_links 100% 5363 .2KB/s
auto_sw_funcs 100% 104KB .4KB/s
rcShutdown 100% 121 .1KB/s
config_asap 100% 1060 .0KB/s
reS 100% 172KB .TKB/s
res_platform 100% 2038 .0KB/s
rebootme 100% 2163 .1KB/s
ntp 100% 151 .2KB/s
rcs_common 100% 11KB .1KB/s
usb_setup 100% 52KB .8KB/s
usb_restart 100% .1KB/s
/etc #

Figure 47:scp folder and file copy

Once copied from the Aruba AP, the files then can be more easily examined with your file editor
of choice, allowing for more effective understanding of the boot process and recovery and
startup methods being used. An example of this is shown in Figure 48.

fur link open ~ | & Save D O €

1@ /fbin/sh
28

¥ res call all 577* scripts in Jetc/rcs.d in
numerical/alph: al order.

3

4

6# Version: @(#)/etc/init.dfrcS 2.76 19-Apr-1999 miquels@cistron.nl
T8

8

9

i=/sbin: /bin: fusr/sbin: fust/bin: fusr/local/bin: faruba: faruba/bin
evel=S

v vel=N
i1 export =glennorangie
12 =

t reS can remove ppp modules: pppoe is set if USB presen

36 #Turn of f the SIGIN
37 trap 23

Figure 48: Examining rcS run control file

As you can see, using scp is very simple for moving folders and files. But what if you wanted to
copy the contents of an MTD flash memory partition device? As shown in Figure 49, scp doesn’t
like it.
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~ # scp /dev/mtd2 1ab4@192.168.4.123:/home/lab4/Desktop/LAB/

Host '192.168.4.123' is not in the trusted hosts file.

(ssh—-ed25519 fingerprint SHA256:tl11NUnryGlPUKIff0eUT/ecGpiJH7qVJIMO81XzxvvVI)
Do you want to continue connecting? (y/n) y

lab4@192.168.4.123's password:

/dev/mtd2: not a regular file

Figure 49: Attempted scp copy of /[dev/imtd2

| found that the tftp command does work to copy MTD flash memory partition devices and
TFTP is installed on the devices, so we will take advantage of that by running the following
command:

tftp -1 /[dev/mtdO -r mtd0.bin -p 192.168.4.123
The syntax for the tftp command shown above is:

e -| local file name
e -rremote file name to be written
e -p putfile location

An example of the above command being used to tftp a copy of the /dev/imtdO from the Aruba
AP to our tftp server, followed by running strings command to validate that the data appeared
to have been transferred correctly, is shown in Figure 50.

GTKTerm - /dev/ttyUSBO 9600-8-N-1

File Edit Log Configuration Controlsignals View
mtd3: 00400000 00010000 "sp178b5000 o"
~ # cat /proc/mtd
dev: size erasesize name
mtd0: 02000000 00020000 "aosO"
mtdl: 02000000 00020000 "aosl"
mtd2: 04000000 00020000 "ubifs"

00400000 00010000 "spi78b5000.0"

01d6d000 0001£000 "aosO"

01464000 0001£f000 "aosl"

: 03bd2000 0001£000 "ubifs"

~ # iftp -1 /dev/mtd0 -r mtd0.bin -p 192.168.4.123
~ #

lab4@lab4-ThinkPad-X390: ~/Desktop/LAB/tftpboot

$ strings mtdo.bin |tail -20

bootcmd=boot ap
bootdelay=2
bootfile=1ipq4l

ethad

mtdids=nan nando
mtdparts=mtdparts=nand0:0x2000000@0x0(acs0) ,0x2000000@0X2000000(aosl),0x4000000@0x4000000(ubifs)
servername=aruba-master
0s partition=0

NEW SBL1=1
standalone_mode=1
singleap mode=1

Figure 50: TFTP of MTD device /dev/imtd0O
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KEEP ON HACKING

Congratulations! You have completed this hands-on hardware hacking exercise.
Want to do some more? Check out our write-ups from previous DEF CONs and
some bonus loT security blogs here.
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